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The measure of success is not whether you have We cannot solve our problems
a tough problem to deal with, but whether it is with the same thinking we
the same problem you had last year. used when we created them

John Foster Dulles Albert Einstein



Cyber Defense Matrix

https://cyberdefensematrix.com
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A Quick History of IT and Security

Era 1980s W M 1990s [ W PLDlE 2010s

Core What did we buy Viruses, Server- Too many logs and Assume Breach,
and how does it side Attacks, alerts, Client-side Raging Fires, Too
Challenges support the biz? Insecure Configs attacks Many Privileges
Asset Mot Anti-Virus, Incident
Solutions Svstermns M ’?'I:ools Firewalls, Secure IDS, SIEM Responders & IR
y & Configs Tools (EDR, SOAR)
SECURITY
. CISO
IT / Security | ‘"®
Tension STABILITY
(ClO)
Security Team
C iti Hobby Shop / Sec Ops Center / Dedicated Biz
omposition Vulnerability Mgt Threat Mgt Unit / Risk Mgt
& Focus
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Mapping to the NIST Cybersecurity Framework

Era
Core What did we buy Viruses, Server- Too many logs and Assume Breach,
and how does it side Attacks, alerts, Client-side Raging Fires, Too
Challenges support the biz? Insecure Configs attacks Many Privileges
Asset Mot Anti-Virus, Incident
Solutions Svstermns M ’?'I:ools Firewalls, Secure IDS, SIEM Responders & IR
y 8 Configs Tools (EDR, SOAR)
SECURITY
. CISO
IT / Security  ‘"®
Tension STABILITY
(ClO)
Security Team
C iti None Hobby Shop / Sec Ops Center / Dedicated Biz
omposition Vulnerability Mgt Threat Mgt Unit / Risk Mgt
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2020s: Age of Recovery (or Resiliency)

What kind of attacks should we see in the 2020s
that would challenge to our ability to RECOVER
or cause irreversible harm?

Confidentiality Integrity Availability
Sl <24:z 7 )
, v "

Ransomware
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2020s: Age of Recovery (or Resiliency)

What kind of solutions directly support
our ability to RECOVER or be RESILIENT?
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Forging ahead or regressing back?

A call to go back to the 1990s?

1980 1990 »
Identify Protect

W e How will prevention mitigate the
GBI I impact of ransomware?

PROFESSIONALS | S
PREVENT. | e Remember, we learned “assume

JOIN THE PREVENTION AGE = ”“' \ breaCh” in the 2010s

STOP CYBER BREACHES
Prevention minimizes the

JOIN THE PREVENTION AGE occurrences, but does not address
T the impact or ability to recover

Recent advertising campaign from major vendor

2010 2020
Respond Recover

STOP CYBER BREACHES
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2020s: Age of Recovery (or Resiliency)

What kind of solutions directly support
our ability to RECOVER or be RESILIENT?
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The DIE Triad
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The best solution against a
distributed attack is a
distributed service
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Availability

' BLOCKCHAIN v /R

SERVERLESS ARCHITECTURE

- -
Immutable Ephemeral
- -
Changes Easier to Drives Value of Assets
Detect and Reverse Closer to Zero

Makes attacker persistence
hard and reduces concern
for assets at risk

Unauthorized changes
stand out and can be
reverted to known good

b 4 b 4

Integrity Conflidentiality
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The Alternative: An Endless Conveyor

Belt of Vulnerabilities and Threats

Risk =

Never Ending Vulns

N\ (/
| P4
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Pets vs Cattle

@ LifeLock
"4’*"“;‘ e Given a familiar name
4 .
| e Taken to the vet when sick
- Hugged

Branded with an obscure,

unpronounceable name
Culled from herd

$13% 47155 193 4833
D.
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Which of these are pets? Which are cattle?

[E] Assets Q

AccessKey AccessPolicy AccessRole Account Assessment Backup
12 209 ‘ 7 1830 ‘ 238 ‘ 211
Certificate Channel Cluster CodeModule CodeRepo Configuration
Container ControlPolicy CryptoKey DataStore Database Deployment
Device Disk Document Domain DomainRecord DomainZone
113 a7 ‘ 831 34 ‘ 23 ‘ o4
Finding Firewall Function Gateway Group Host
57 371 “ 29 o3 ‘ 492 ‘ 28
HostAgent Image IpAddress Key Logs Module
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Measuring Resiliency: Pets vs Cattle Curve

10000
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More Ephemeral = More Resilient?

10000
1000 . .
— Find design patterns,
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Less Ephemeral = Less Resilient?

10000
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— Find design patterns, _ _
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R .
enchmarking Resiliency
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Pets vs Cattle Controls

BY SidniNg ThiS CEITifiCaT6 I Promisé 10 Jdive My
PUPPY Q Lif6TiIM6 Of LOV6, Caré, arrenrion anb funl
[ PromiSé TO b6 ThGIr ST frienND fOreVer.

§ o)
DiSCOUFagE/ Disincentivize k> hag Officially aDoPTeD

f LlfeLock

ntee Your Good Name

MMI

My name is Todd Davis
This is my social security number 457-55-5462

 decommissioning

e creative destruction

* rebooting/reimaging

* privacy enhancing tech

Encourage / Incentivize

* modifying an immutable container
* |etting an asset live longer than needed
e patching in place
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Pet Management at my $dayjob

a3 JupiterOne

30- Insights > DIE pets, DIE B ¢ 2

WORKLOADS BY EPHEMERALITY POSSIBLE PETS BY CLASS : POSSIBLE PETS BY TYPE

U0 . Loy
~ 4

aws_ecs_task_definition aws_ec2

POSSIBLE PETS DETAIL

PORC._class PORC._type PORC.displayName PORC.createdOn PORC.active PORC._beginOn PORC._createdOn PORC._deleted PORC.status
palastone: aws_dynamodb_table credstash 202007s true AP 2020 false
Database 03T02:04:50.930Z 08T03:30:10.186Z 28T13:57:38.102Z
g;::;t;? aws_dynamodb_table  rate-limiter-non-fungible-tokens fgii-ac.;esswz true 52?@003609 4612 §g$2/0§5227132 false
DataStore, aws dvnamadh table jupiter-compliance-service-evidence- 2019-03- —_— 2022-04- 2020-08- false
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X Y X Y
aws_ecs_task 460 aws_ecs_task 767451
aws_lambda_function 314 aws_lambda_function 1970
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-
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The DIE Triad Changes Roles and Responsibilities

Cyber Cyber
Veterinarians Pet Control Officer
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The distribution of “Pets” and “Cattle” change across the

Shared Responsibility Model and with cloud native maturity

e o e o
g’ ,gl
CUSTOMER DATA
Pl “\, | s “\ Ak

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR :
Privacy

Enhancing

Tech l

STy e e OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY (:lEL';VSEVRS.'l?ézEAE:DC;g:EfT’:\) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)
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Applying DIE to Data: Privacy Enhancing

Technologies

.. afioN
o % \10‘\
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Secure Multiparty Computation Enc,yp fion

Federated Learnind
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Applying DIE to Data: Privacy Enhancing

Technologies

IE Triad
lignment

Data Minimization Pet Conftrol

Pll Vaults Pet Conftrol

Secret Sharing Distributed

Federated Learning Distributed

Blockchain Immutable

Homomorphic Encryption Ephemeral
Tokenization Ephemeral

Synthetic Data / Differential Privacy Ephemeral
Trusted Execution Environments Ephemeral
Secure Multiparty Computation Ephemeral
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Privacy By Design (DIE) is not the same as Security By Design (CIA)



DIE and the OODA Loop

Orient ZZZ Defender OODA Loop

Observe Attacker OODA Loop

-

Observe ﬁ
S Business OODA Loop
Z’ZZ w/Traditional CIA Restrictions

t DeC|de
O”e"t Observe Z Natural Business OODA Loop with DIE

Decide Orient
. DIE design patterns that allow businesses to
Act ~ Decide
move faster naturally shorten the OODA loop
b (OODABusiness — O0DAp,ci50 = Shadow IT)

Larger swaths of risk are quickly being eliminated at newer companies, at
earlier and earlier stages. And usually not because security was the goal.

—_ Ryan MCGeeha N https://medium.com/starting-up-security/you-dont-need-a-chief-security-officer-3f8d1a76b924 y‘ @Sounilyu I
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Completing the NIST CSF

1980 . 1990 2000 2010 2020
Era Identify Protect Detect Respond Recover
: : Too many logs Ransomware,
Sl e oW
Chall : : Client-side gINg Tires, DDoS, Firmware
alienges support the biz? Insecure Configs Many Privileges

attacks

Bricking

Asset Mgt Anti-Virus Incident Distributed,
Solutions Systems Mgt Firewalls, Secure IDS, SIEM Responlwders Sl IEnr:utabIeI,
Tools e Tools (EDR, phemera
SOAR) (DIE!!!) Systems
SECURITY
. (CISO)
IT / Security
Tension STABILITY
(Cl0)
-
Security Team C
y .. T/tlkl)r?grzgﬁi? / Sec Ops Center / Dedicated Biz Choose Your
Composmon Mgt Y Threat Mgt Unit / Risk Mgt Own Destiny

& Focus
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create instability

Chaos Engineering Redefined:
Intentional discovery of unknown
pets that exacerbate fragility
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Creative Destruction Redefined:
Intentional removal of known
pets that exacerbate fragility
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Secure (CIA) '= Resilient (DIE)

WTH does
that mean?! (

Secure your
resilience.

RSA Conference 2022
June 6-9 | San Francisco
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The next era in IT and Security will manifest more irreversible
attacks that challenge and undermine our ability to RECOVER

Better PROTECT, DETECT, and RESPOND capabilities may reduce
occurrences of malicious events but are insufficient against well-
executed destructive/irreversible scenarios

Our best countermeasure is to avoid pet creation (that requires
CIA) and promote cattle creation (built to DIE)

Death to CIA! Long live DIE!
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Questions?

@sounilyu

] sounil@cyberdefensematrix.com
| https://cyberdefensematrix.com

IN https://www.linkedin.com/in/sounil

https://www.slideshare.net/sounilyu/presentations

‘\0
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