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CONFIDENTIAL INFORMATION

The information contained in this presentation is the confidential and proprietary
iInformation of Synopsys. You are not permitted to disseminate or use any of
the information provided to you in this presentation outside of Synopsys

without prior written authorization.

IMPORTANT NOTICE

In the event information in this presentation reflects Synopsys’ future plans, such
plans are as of the date of this presentation and are subject to change. Synopsys is
not obligated to update this presentation or develop the products with the features
and functionality discussed in this presentation. Additionally, Synopsys’ services and
products may only be offered and purchased pursuant to an authorized quote and
purchase order or a mutually agreed upon written contract with Synopsys.
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By attending this presentation your data will be
shared by the organisers of the event and
Synopsys may contact you about products and
services you may be interested in. You can

unsubscribe at anytime.
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Agenda

 Legislation

« Software Supply Chain Risks

« Scope of the Problem

« SBOM to Solve Software Supply Chain Risks
« SBOM Challenges

 Summary
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Legislation
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Why are so
many people talking
about software supply
chain security?

SYNoPsys

EQUIFAX

solarwinds

LOGYJ @

Executive Order on Improving the Nation’s

Cybersecurity (14028)

May 12, 2021 Presidential Actions

Synopsys Confidential Information
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Executive Order 14028

Improving the Nation’s Cybersecurity

—cc 4.3 and BoM
+ helloworld. exe

H Software as built -

+ Software as specified
+ helloworld.c

+ makefile

+ bugfix.patch

+ 3™ party SBoM -
+ libhello.lib 1.2.3

* libhello 1.2.3 BoM

+ Specs 4+
+ RFC-HELLO.tmxt

+ README.txt

» Risks
» CWE-1234

> CWE-123

SYNoPSys

Supplier

+ Ccode
k patch

+ 3™ party software

Software
Lifecycle

+ |nstances

+ Config—_ + Addons

Uizer|

Synopsys Confidential Information

+> Certification
» FIPS-140

» EAL-4

» ADA complaint
» Dol APL

> USGvE

[Hustrative example

+ Software as distributed
» Supplier

» Product name

> Wersion

» License

> ldentificatian

> Digital sig

+ Instances

+ Addons

+ helloserver.vm

+ hello.addon

+ helloworld.pkg
» packager + BoM
» HelloVendor

» HelloWorld 1.0
# BSD-1-clause

» SPDX-123456

> Seds

+ Config
+ hello.conf

_Egend ................................
+ Maleral Example BoM
» Matadata fragment
* Reference
Supplier Cansumer
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Cybersecurity - EU Regulations

#SOTEU

NIS Directive (2018) I will work in practice
— Essential services and operators =

- ST
Cybersecurity Act (2021) ——
NIS Directive Il (Jan 2023)

[
— NIS + Digital comms, Water, Pharma, Food, Space, setf-assessment [l P00 e cesement | Third-party assessment
Delivery Services, Public Administration Criteria:

T « Functionality (e.g. critical software)
Criteria:

Cyber Resilience Act (Proposal) n/a ® Decstea (63 aeOr D)

Critical products

SBOM Man dated Examples Examples (Annex III) Examples (Annex III)
”Man Ufa Cturers Of the prOdUCtS With digital €lem en tS Shall.' re Photo editing &5 Password managers = QOperating systems
(1) identify and document vulnerabilities and components contained ) Word processing Network nterfaces industrial rewals

in the product, including by drawing up a software bill of materials in Z) smartpeslers %) Frewele B) ous
a Commonly USEd and maChine-readabIEformat...” Hard drives &% Microcontrollers g5 Secure elements

Games etc. - ) etc.

etc.
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Cybersecurity — UK Legislation

- U.K. PSTI: Product Security and Telecommunications =~
Infrastructure Act (2022). ... . .. ai s - e
- — Covers loT Devices . . s . L
— Secondary Legi'slatiqn Expected 2023; Will Formalize SBOM . -

- U.K. Policy Paper: Feedback Progess |
— Ended May 1, 2023 g 23

o7 -In‘ciudes SBOM o {Vﬁ?%:‘ﬁ%gg» : :

—
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Software Supply Chain Risks
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1  Zzero-day exploits

Public vulnerabilities

Software Supply
Chain Risks

License risk

Malware

oo B W DN

Information leakage
...and many more
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Synopsys “Open Source Security and Risk Analysis” Report

2023

100 —

1,703 applications assessed

* Almost all codebases contain OSS (96%) N
—Most applications are mostly OSS (76%) /\/
* Most codebases were vulnerable (84%) oo |-

—Almost half had high-risk vulnerabilities (48%)

40 —

Java codebases \>

were scanned. o e
contained a
vulnerable Log4dJ

Percentage of codebases containing
open source

Percentage of code in codebases that

component, down from was open source
B Per t f codeb taini t
15% last year. Least ont vaineraviizey

Percentage of codebases containing
high-risk vulnerabilities
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Scope of the Problem
Simple NodeJS App Demonstrating the Scope
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Build an App to Integrate Slack & Instagram

"dependencies”: {
”@Sla[k;"bml‘t”: Irﬂ3+2'@"-’ @SlaCklbDI.t

" . T . 3.4.8 « Public « Published 8 days ago
axios : "@.21.1°,

"dotenv": "~g8.2.0", [5) Readme I Explore &) 15 Dependencies

"get-pixels™: "~3.3.27, .
“image-size": "10.9.3", Bolt @ for JavaScript

"instagram-private-api”: "~1.43.3",
“sharp”: "*@.27.1",

"snoowrap”: "41.22.0" A JavaScript framework to build Slack apps in a flash with the latest platform features.

Read the getting started guide to set-up and run your first Bolt app.

8 Declared Suppliers
(Dependencies)

S\/ﬂ[]PS\/S Synopsys Confidential Information © 2023 Synopsys, Inc.
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Dependency Tree: @slack/bolt ==

> axios@0.27.2 )| form-data@4.0.0 |__

S combined-stream@1.0.8 ) delayed:stream@1.0.0)
(@slack/types@2.8.0 follow-redirects@1.15.2
. )

prretry@4.6.2 = @type y@0.12.0
is-electron@2.2.0 retry@0.13.1
asynckit@0.4.0

is-stream@1.1.0
form-data@2.5.1
ptimeout@3.2.0 - pfinally@1.0.0
P-queue@6.6.2

eventemitter3@4.0.7

lack/web-api@6.8.1 |
(oo i1

\ buffer-equal-constant-time@1.0.1
. mime-types@2.1.35 mime-db@1.52.0
!

) ——

ecdsa-sig-formatter@1.0.11

safe-buffer@5.2.1
i

»{ yallist@4.0.0

e

)

(@types/node@18.16.2
i

i
N

!

—
R

’.

@types/node@18.15.11 (@types/ws@7.4.7
(@types/promise.allsettled@1.0.3
@slack/bolt (@slack/bolt@313.0
@types/tsscmp@1.0.0

(@types/express@4.17.17

(@types/connect@3.4.35
(@types/mime@3.0.1

@types/body-parser@1.19.2

i
/1

Av

(@types/qs@6.9.7

>( (@types/range-parser@1 .24]

(path—to-regexp@s.m ) (@lypes/express-serve-s\atic-core@4. il 7,34)

@types/mime@1.3.2

N

@types/send@0.17.1

Synopsys Confidential Information © 2023 Synopsys, Inc.
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Handling Component End-of-Life Can Be Challenging

request or
2.88.2 « Public « Published a year ago

Request’s Past, Present and Future #3142
mikeal opened this issue on Mar 30, 2019 - 394 comments

(© Open

[5] Readme I Explore &) 20 Dependencies Maintenance Mode

Here's the plan.

Deprecated!

e request will stop accepting new features.

* request Wwill stop considering breaking changes.

As of Eeb 11th 2020, r'equest is fu “1‘!" deprecatecl. No new cha nges are expected land. e The committers that are still active will try to merge fixes in a timely fashion, no promises though.
e Releases will be fully automated, any merge into master will be published. I've already built this for
some other projects using GitHub Actions.
o We're going to have to remove inactive collaborators and enforce 2fa, because commit rights will
For more information about why request is deprecated and possible alternatives effectively become npm publish rights.

In fact, none have landed for some time.

refer to this issue.

b & B @ L 4 14 39

S\/n[]PS\/S Synopsys Confidential Information © 2023 Synopsys, Inc.
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What About Vulnerabilities?

1KCVE-2020-28282 Detail

Description

Prototype pollution vulnerability in 'getobject’ version 0.1.0 allows an attacker to cause a denial of service and may lead to remote code

execution.

i CVSS Version 3.x jon 2.
Severlty CVSS Version 3 CVSS Version 2.0

CVSS 3.x Severity and Metrics:

i. i NIST: NVD Base Score: JEEY< TSN Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis. The CNA has not provided
a score within the CVE List.

Synoesys Synopsys Confidential Information

@slack/bolt s

I

i

© 2023 Synopsys, Inc.
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SBOM to Solve Software Supply Chain Risks?
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What Is SBOM All About Really?

SYNoPSys

renceType:

iceLocato

Mame .

versionInfo:
sefeclared:

homepage :

packageSupplier:

copyrightText:
filesAnalyzed:
down loadlLocation:

eConcluded:

"OTHER"

Tomnonen

ng =

Spring 5

‘d-4cd2-adf5-F2a61

"4,2.3"
“"Apache-2.8"
"NOASSERTION'
Trganization: mav

"MNu. "SERTION'
false
"NOASSERTION'
"NOASSERTION'

Synopsys Confidential Information
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Software Supply Chain

SBOMs Do Not Exist in Isolation

SYNoPSys

Software
Supply

_ _ zero trust
License Risk , for workloads

~{

“‘Software Factory”

)/ concsp>

Nontechnica
Risks

Asset
Management

Synopsys Confidential Information © 2023 Synopsys, Inc.
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Life-Cycle Centric View

First-party Compiled Complete
Code Binaries Firmware

»

»

Third-party Supporting Runtime
Dependencies Packages Environment

. N

S\/nUPS\/S Synopsys Confidential Information © 2023 Synopsys, Inc. 21



SBOM Structure

SBOM

Artifact Description

Hierarchy Hashes

Components

S

S

O

Libraries/Subcomponents

SYNoPSys

Standards Formats
« SPDX « JSON
* CycloneDX * RDF
« Tag Value
« XML
VEX

Vulnerabilities

CVE CVE

Vulnerability Exchange (VEX)

» Supported in CycloneDX 1.4
—(Not compliant with NTIA?)

* Not Yet Supported in SPDX

Synopsys Confidential Information

© 2023 Synopsys, Inc.
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SBOM Workflow

Suppliers Internal Customers

Deliverable

Application

Library

0SS
Component

S\/[][]PS\/S" Synopsys Confidential Information © 2023 Synopsys, Inc. 23



SBOM Workflow

Suppliers Internal Customers

Deliverable

Application

Library

OSS
Component

2. Import 4. Generate

S\/[][]PS\/S‘“ Synopsys Confidential Information © 2023 Synopsys, Inc. 24



SBOM Gaps

* Developing standard: stream of new requirements
* Multiple standards
— CycloneDX, SPDX, SWID
 Inconsistent aggregation
— Package _
Wildcards
- Component cpe:<cpe_ver§i(.3n>:<part>:<Vendor>:<p.roc.1uct>:<version>:
_ Schomponent iiii;giiﬂ;i?ﬁgiig;;<language> :<sw_edition>:<target sw>:
— File
— Artifact PURL Origin Specific - Inconsistent
* Inconsistent package identification { gemjruby-Launcherl. 1 23platom-ava
. * github:package-ur url-spec e aedSc
- CPE common platform enumerat|0n . golang:googlz.golang.org/genproto#googleapis/api/annotations
* maven:org.apache.xmlgraphics/batik-
- PURL paCkage URL anim@l.9?l?§epositor3_uil=reé2.Epring.io

S\/n[]PS\/S Synopsys Confidential Information © 2023 Synopsys, Inc. 25



SBOM Challenges
Accurate Identification and Validation
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ldentifying OSS and Third-Party Software

p Jocoercencies ) packages ) Souce ) Funcions ) Bnares ) Conanes ) g

T 6 & &

Managers Side-Installed Copied Source Copied Binary Docker
Package Packages Files and Folders Source Blocks Objects

Dependency Scan Signature Analysis Snippet Analysis

Direct and transitive All project Full and partial Compiled objects Base image and
Dependencies folders source files and images folders/files in layers

S\/n[]PS\/S Synopsys Confidential Information © 2023 Synopsys, Inc.
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SBOM Challenges
Precise Vulnerability Guidance
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Public Security Workflow

(R Y 3
- - === =--=== = Exploit = =S = — — — — >
N et TR s s s e s Y
Average

28 days

N CNA/ CVE List
Request

RESERVED
List
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Public Security Workflow

Common Vulnerability Scoring System (CVSS)

NUD(CVSSW2) VD (OS5 v3)

4 YEARS 4.4 WEEKS 10 WEEKS

Vulnerabilities go undetected For the community to code and  To alert the community on the
before being identified release a fix after a vulnerability availability of a security update
Is identified

INCOMPLETE

CVE-2019-0232 Learn more at National Vulnerability Database (NVD)
+ CV/SS Severity Rating » Fix Information » Vulnerable Software Versions » SCAP Mappings = CPE Information

POOR REVIEW

When running on Windows with enableCmdLineArguments enabled, the CGI Servlet in Apache Tomcat 9.0.0.M1 to 9.0.17, 8.5.0 to 8.5.39 and 7.0.0 to
7.0.93 is vulnerable to Remote Code Execution due to a bug in the way the JRE passes command line arguments to Windows. The CGI Servlet is disabled
by default. The CGI option enableCmdLineArguments is disable by default in Tomcat 9.0.x (and will be disabled by default in all versions in response to this
vulnerability). For a detailed explanation of the JRE behaviour, see Markus Wulftange's blog (https://codewhitesec.blogspot.com/2016/02/java-and-
command-line-injections-in-windows.html) and this archived MSDN blog

N O G U I DA N C E (https://web.archive.org/web/20161228144344/https://blogs.msdn.microsoft.com/twistylittlepassagesallalike/2011/04/23/everyone-quotes-command-
line-arguments-the-wrong-way/).

https://www.esecurityplanet.com/applications/open-source-security-a-big-problem/
https://www.synopsys.com/software-integrity/resources/analyst-reports/open-source-security-risk-analysis

S\/[][]PS\/S Synopsys Confidential Information © 2023 Synopsys, Inc. 30
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Enhanced Security Workflow

R 4 Exploit = —uiee ke >\
AverageI

RESERVED
List

Average 21
days faster

SN Black Duck®
SN Security Advisory
__________ (BDSA)

BLACK DUCK

el
Social Media, —
Newsgroups, etc.

y

S\/n[]PS\/S Synopsys Confidential Information © 2023 Synopsys, Inc. 31




Multifactor Scanning
source, dependencies, binaries, snippets, artefacts etc.

SCA and SBOM

Summary Advanced Vulnerability Data

public data not reliable

Shift Everywhere

automation, compliance, validation

SBOM

does not replace full appsec process;
developing standard; trust but verify

| DRI

Synoesys Synopsys Confidential Information © 2023 Synopsys, Inc. 32



Black Duck by Synopsys

Unparalleled OSS
Coverage

Full Multi-Factor

Identification

Declared

License

Component ~ Source Usage License Security Risk
Adobe Flash Player 11.4.402.265 o1 Dynamically [ Basic Pr 36 | 179 |48
y T Match Linked Commgcial License
adobe/XMP-Toolkit-SDK 7 o Bina Dynarmically BSD-3-Clause (o o] 4]
‘ Match i Linked
Transitive
03 Dynamically
© antlr 2.7.7 N Dfependency, Exact Linked ANTLR-PD
Directory
o3 Transitive bvnamicall Expert, Private
AOP Alliance (Java/J2EE AOP standard) 1.0 Dependency, Exact 3 o ety Public Domain Vulnerability Feed
Matches . Linked
Directory
oo 01 . Dynamically
Apache Bean Validation :: bval-core 1.1.2 Match Exact Directory Linked Apache-2.0
Full BOM SBOM SBOM Deep
Curation Generation Import License

SYNoPSys

Synopsys Confidential Information

© 2023 Synopsys, Inc. 33



Gartner
2023 Magic

Quadrant™ for
Application
Security Testing

SYNoPSys

Synopsys: The Recognized Leader

In Application Security

GitHub

ABILITY TO EXECUTE

Veracode

Checkmar

SYNoPSys

COMPLETEMNESS OF VISION

Synopsys Confidential Information
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SYNOPSYS

Come & Talk to us - Stand U20
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