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CONFIDENTIAL INFORMATION

The information contained in this presentation is the confidential and proprietary 

information of Synopsys. You are not permitted to disseminate or use any of 

the information provided to you in this presentation outside of Synopsys 

without prior written authorization. 

IMPORTANT NOTICE

In the event information in this presentation reflects Synopsys’ future plans, such 

plans are as of the date of this presentation and are subject to change. Synopsys is 

not obligated to update this presentation or develop the products with the features 

and functionality discussed in this presentation. Additionally, Synopsys’ services and 

products may only be offered and purchased pursuant to an authorized quote and 

purchase order or a mutually agreed upon written contract with Synopsys.
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By attending this presentation your data will be 

shared by the organisers of the event and 

Synopsys may contact you about products and 

services you may be interested in. You can 

unsubscribe at anytime.
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Agenda

• Legislation

• Software Supply Chain Risks

• Scope of the Problem

• SBOM to Solve Software Supply Chain Risks

• SBOM Challenges

• Summary
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Legislation
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Executive Order on Improving the Nation’s 

Cybersecurity (14028)

Why are so 

many people talking 

about software supply 

chain security?

May 12, 2021 Presidential Actions
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Executive Order 14028 

Improving the Nation’s Cybersecurity
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Cybersecurity - EU Regulations

• NIS Directive (2018)
— Essential services and operators

• Cybersecurity Act (2021)

• NIS Directive II (Jan 2023)
— NIS + Digital comms, Water, Pharma, Food, Space, 

Delivery Services, Public Administration

• Cyber Resilience Act (Proposal)

SBOM Mandated
"Manufacturers of the products with digital elements shall: 
(1) identify and document vulnerabilities and components contained 
in the product, including by drawing up a software bill of materials in 
a commonly used and machine-readable format...”
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Cybersecurity – UK Legislation

• U.K. PSTI: Product Security and Telecommunications 

Infrastructure Act (2022)
— Covers IoT Devices

— Secondary Legislation Expected 2023; Will Formalize SBOM

• U.K. Policy Paper: Feedback Process
— Ended May 1, 2023

— Includes SBOM
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Software Supply Chain Risks
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Software Supply 

Chain Risks

1 Zero-day exploits

2 Public vulnerabilities

3 License risk

4 Malware

5 Information leakage

…and many more
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Synopsys “Open Source Security and Risk Analysis” Report 

2023

• 1,703 applications assessed

• Almost all codebases contain OSS (96%)
—Most applications are mostly OSS (76%)

• Most codebases were vulnerable (84%)
—Almost half had high-risk vulnerabilities (48%)
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Scope of the Problem
Simple NodeJS App Demonstrating the Scope
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Build an App to Integrate Slack & Instagram

8 Declared Suppliers 

(Dependencies)
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Dependency Tree: @slack/bolt 
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Handling Component End-of-Life Can Be Challenging
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What About Vulnerabilities?
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SBOM to Solve Software Supply Chain Risks?
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What Is SBOM All About Really?
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Software Supply Chain
SBOMs Do Not Exist in Isolation

Software 

Supply 

Chain

Supply Chain 

Risk

Testing 

Attestation 

Inspection

Asset 

Management

Nontechnical 

Risks

“Software Factory” 

Concept

FOSS

License Risk
zero trust 

for workloads

SBOM
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Life-Cycle Centric View

Third-party 

Dependencies

First-party 

Code

Supporting 

Packages

Compiled 

Binaries

Complete 

Firmware

Runtime 

Environment

Source
Binary
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SBOM Structure

SBOM

Licenses

Artifact Description

Hierarchy Hashes

Copyrights

Components

OSS

Licenses Copyrights

Libraries/Subcomponents

Licenses Copyrights

VEX

Vulnerabilities

CVE CVE CVE CVE

Vulnerability Exchange (VEX)
• Supported in CycloneDX 1.4

—(Not compliant with NTIA?)

• Not Yet Supported in SPDX

Standards

• SPDX

• CycloneDX

Formats

• JSON

• RDF 

• Tag Value

• XML
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SBOM Workflow

Library

OSS

OSS

Suppliers Internal Customers

Deliverable

SW Package

OSS 
Component

OSS

OSS

Library

OSS

OSS

Application

OSS

OSS

Ext. Library

Ext. Component

Int. Library
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SBOM Workflow

Library

SBOM

OSS

OSS

Suppliers Internal Customers

Deliverable

SW Package

SBOM

OSS
Component

SBOM

OSS

OSS

Library

SBOM

OSS

OSS

Application

SBOM

OSS

OSS

Ext. Library

Ext. Component

Int. Library

1. Validate/Verify

3. Aggregate

4. Generate2. Import
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SBOM Gaps

• Developing standard: stream of new requirements

• Multiple standards
– CycloneDX, SPDX, SWID

• Inconsistent aggregation
– Package

– Component

– Subcomponent

– File

– Artifact

• Inconsistent package identification
– CPE: common platform enumeration

– PURL: package URL

cpe:<cpe_version>:<part>:<vendor>:<product>:<version>:

<update>:<edition>:<language>:<sw_edition>:<target_sw>:

<target_hw>:<other>

CPE

PURL
• gem:jruby-launcher@1.1.2?platform=java

• github:package-url/purl-spec@244fd47e07d1004f0aed9c

• golang:google.golang.org/genproto#googleapis/api/annotations

• maven:org.apache.xmlgraphics/batik-

anim@1.9.1?repository_url=repo.spring.io

Wildcards

Origin Specific - Inconsistent
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SBOM Challenges

Accurate Identification and Validation
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Side-Installed

Packages

Copied Source

Files and Folders

Copied 

Source Blocks 

Binary 

Objects

Managers

Package

Docker

BinariesPackages Source FunctionsDependencies Containers

Dependency Scan Signature Analysis Snippet Analysis Binary Docker

Direct and transitive

Dependencies

All project 

folders

Full and partial 

source files

Compiled objects

and images

Base image and

folders/files in layers

Identifying OSS and Third-Party Software
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SBOM Challenges

Precise Vulnerability Guidance
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Public Security Workflow

CVE List NVDOrigin Issue

RESERVED 

List

Exploit

Average 

28 days

CNA/ 

Request
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Public Security Workflow

SLOW!

INCOMPLETE

POOR REVIEW

NO GUIDANCE

https://www.esecurityplanet.com/applications/open-source-security-a-big-problem/

https://www.synopsys.com/software-integrity/resources/analyst-reports/open-source-security-risk-analysis

4.4 WEEKS
For the community to code and

release a fix after a vulnerability 

is identified 

4 YEARS
Vulnerabilities go undetected 

before being identified

10 WEEKS
To alert the community on the 

availability of a security update

https://www.esecurityplanet.com/applications/open-source-security-a-big-problem/
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Enhanced Security Workflow

CVE List NVDOrigin Issue

RESERVED 

List

Exploit

CNA/ 

Request

Black Duck®

Security Advisory

(BDSA)

Average 21 

days faster

Average 

28 days

Social Media, 

Newsgroups, etc.
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SCA and SBOM 

Summary

Multifactor Scanning
source, dependencies, binaries, snippets, artefacts etc.

Advanced Vulnerability Data 
public data not reliable

Shift Everywhere
automation, compliance, validation

SBOM
does not replace full appsec process; 

developing standard; trust but verify
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Black Duck by Synopsys

Full Multi-Factor 

Identification

Declared 

License

Deep

License

Expert, Private 

Vulnerability Feed

Unparalleled OSS 

Coverage

Full BOM 

Curation

SBOM 

Generation

SBOM

Import
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Synopsys: The Recognized Leader 

in Application Security

2023 Magic 

Quadrant™ for 

Application 

Security Testing



Come & Talk to us - Stand U20
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