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Context

Who we are
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141,795 Organisations, Roughly 12% of UK’s GDP

The Health and Social Care Cyber Community
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We’re often a 

person’s first point 

of contact with 

NHS care

We build and run NHS.UK, 

NHS login and the NHS App. 

NHS 111 and most 999 

centres run on our algorithms, 

reducing demand on the front 

line

Over 35 million verified registrations of the NHS 

App, allowing people to manage their own care, for 

example order repeat prescriptions, book 

appointments and view health records securely
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Threats to the NHS

The NHS is considered a high value target for malicious cyber actors, including nation states and cyber criminals, because of 
the quantity and sensitivity of the information held about UK citizens, and the potential for criminal financial gain through 
fraud.

• The NHS takes a holistic approach to managing security risk, ensuring that for Cyber, Physical, Personnel, Supplier 

Security and Business Continuity all attack vectors are considered together 

• Unsupported and legacy systems are a security risk and could cause serious harm to patients

• NCSC provides advice of the key threat vectors to the NHS, specifically calling out ransomware, phishing, legacy 

unpatched systems, IT supply chain and cyber-enabled fraud as real and imminent threats to our business
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Supporting frontline staff

Internal security

100
Security Champions

Across NHS Digital we have 100 

security champions who are actively 

engaged.  They act as ambassadors 

within their teams and regularly take 

part in security activities

Data Security and 

Protection Toolkit

41k
submissions 

Over 41,000 organisations 

submitted a DSPT return; the 

online self-assessment tool that 

allows organisations to measure 

their performance against the 

National Data Guardians 

standards

Incident volumes

300%
rise in cyber incidents

Since 2019 there has been a 300% rise 

in incident volumes; requirement to 

scale-up and increase automation 

Cyber Associates 

Network

2100
CAN members

Peer to peer network aimed at 

improving cyber security across health 

and social care.  Giving opportunities to 

discuss key issues in a safe space and 

learn from each other

High severity alerts

15
High severity alerts

A 54% increase on the previous year's 

high severity alerts.  These are cyber 

security alerts that require immediate 

action to prevent damage to the 

network

Protecting the NHS 

23.2bn
transactions

Protection of 23.2 billion 

transactions over a five day period 

through NHS Secure Boundary

Protecting patients

Several  
Significant attacks

The cyber security operations centre 

prevented several significant 

ransomware attacks that could have 

severely impacted patient care

Security education

5k
downloads

Over 5000 downloads of security 

awareness materials from our 

Keep IT Confidential campaign.  

Topics include: social engineering, 

passwords, tailgating and be 

aware of what you share.

Devices protected

1.9m
devices enrolled

Devices enrolled onto Microsoft 

Defender for Endpoint which feeds 

directly into the cyber security 

operations centre enabling them to 

detect nefarious activity across the 

NHS network

Blocking malicious 

activity

21m
malicious items a month

On average CSOC blocks over 21 million 

items of malicious activity every month, 

Working directly with local team to 

respond to the cyber threats

Prevention

Several
global scale attacks

Several global scale attacks prevented 

before anyone else noticed it was 

happening

Active defence

5m
transactions a week

We actively monitor and protect 

devices across the NHS and work 

directly with local teams in 

response to cyber threats
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Security “Periodic Table”

Ip
Incident 
Planning

Pu
Purple Team 

Re
Red Team
PenTest

Cti
Cyber Threat 
Intelligence

Ir
Incident 

Response

Tvm
Threat & 

Vulnerability 

Df
Data Flows

Fo
Forensics

Cs
Continuous 
Simulation

Cth
Cyber Threat 

Hunting

Em
E2E Monitoring

Pr
Privacy

Uds
Unstructured
Data Security

Sds
Structured 

Data Security 

Dd
Data Discovery

Dt
Data Transfers

Pa
Privileged 

Access 

Ar
Access Rights

Au
Authentication

Dc
Data 

Classification

As
Application 

Security

Is
Identity 
Services

Il
Identity 
Lifecycle

Ei
External 
Identity

Es
Email Security

Vs
Visualisation

Cls
Cloud

Security

Si
Security 

Integration

So
Security 

Optimisation

Sao
Automation &
Orchestration

Eps
Endpoint 
Security

Ms
Mobile
Security

Ns
Network 
Security

Caw
Culture & 
Awareness

Udv
Use Case 

Development

Ud
Use Case

Design

Ecs
Ecosystem 

Security

Se
Security 

Enablement

Ci
Continuous 

Improvement

Coe
Centres of 
Execution

Stk
Staffing & 

Skills

Fn
Financials

Vc
Vendors & 
Contracts

Bso
BISO Model

Sd
Security 
Delivery

Isc
IS Control 

Framework

Go
Governance

Tp
3rd Party 
Security

Uda
UDA Security

Sa
Security 

Architecture

Ss
Security 
Strategy

Incident, Vulnerability & Threat Management Privacy & Data Protection
Identity & Access Management Automation, Security Architecture & Services
Risk & Security Management
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Integrating Cyber Operations in NHS England
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CISO Risk Reduction Plan
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Transforming Cyber Security within NHSE
At NHS England, we have a diverse IT estate; many cloud instances, on prem and, of course, legacy. We also have 

a several development teams. We are a very big MS shop, complemented by large AWS and Splunk instances.

Cyber maturity can be patchy, but equally there are some areas of real excellence and high maturity.    

We have what is colloquially known as the CISO Risk Reduction Plan. Progress is Board reportable. Broadly speaking it 

has 3 pillars

Structure Protection Reporting

• 3 Lines of Defence model

• Assurance & GRC 

functions (2LoD)

• Business Support Officers

• Alignment to international 

best practice – Secure by 

design

• New capabilities

• Pen testing

• Threat modelling

• Right information, right time to 

make the right decisions.

• Revised metrics. Risk 

Focussed

• Remediation plans. Closure of 

control gaps

• Common nomenclature for 

risks

• Single view(s). 

• Vulnerability management 

(cradle to grave)

• IDAM

• Desk Top hardening

• Mobile devices

• Increased monitoring

• CNI

• Supply Chain

• Resilience
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Vulnerability Management (VM) - Conception to Grave
Vulnerability management is a continuous, proactive, and often automated process that keeps systems, networks, and enterprise 

applications safe from cyberattacks and data breaches. It should be a continuous process to keep up with new and emerging 

threats and changing environments.

The goal is to reduce the organization's overall risk exposure by mitigating as many vulnerabilities as possible. However, for 

various reasons risk acceptance is not necessarily a bad answer.  

There are several elements to good VM, it’s not just about patching. We have some 

pockets, green shoots, of this, but we need to broaden this out. 

What I’m seeking to do is to piece together the jigsaw, ideally into one view & crucially into 

our development lifecycle. One of the first steps is continuous testing.

I’m looking for the developers to become security people, and for my 1.5 and 2 LoD teams 

to move towards “trust but verify”. 

I appreciate this is not without its challenges and for us probably one of the biggest will be around cultural changes. We are 

about to start a continuous monitoring pilot with one of the dev teams. It may well prove unsuccessful, hopefully not, but 

regardless our intention is to learn, adjust and to implement it elsewhere
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Third Party Assurance

Our supply chain is large and complex and recent events have shown it to be vulnerable and a risk to us. 

We want to address several issues:

Ability to manage our supply chain holistically, throughout its ‘lifecycle’. 

Identify our concentration risks, our 4th, 5th party suppliers.

Product assurance, not just vendor assurance.

Real time, ongoing engagement with suppliers.

A solution that works for us and the suppliers. 

We recently conducted a small pilot (approx. 70 odd suppliers) to test these issues.
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Dashboard Screenshots
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Visualization of supply chain

Yellow dot is NHS England

Blue dots are potential 

concentration risks

The blue dots have a relationship 

with us, but they are potentially 

reliant on 4th, 5th etc parties.  
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Visualization of supply chain

Once again, we are the yellow dot.

The Green dots are our suppliers. 

Filters, Highly Conf and Holds PII,

applied to show that there is a link 

between two unrelated suppliers 

holding our data.

This may prompt further investigation.   
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Thank You

        digital.nhs.uk

End slide
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