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Welcome to CISO 360 USA @ ) CONFERENCES

N—"

e York Thursday 31 March 2022

Integral networking at CISO 360 USA

All participants are invited to attend the networking CISO 360
Reception and DInner at the end of the day, an integral part of the
CISO 360 experience.

31 March 2022 - CISO 360 USA

8:30 AM-5:10 PM CISO 360 USA Conference, Convene - 530 Fifth Avenue

1:15 PM-2: PM Lunch
Kindly Sponsored by:

5:10 PM-5:25 PM Group Departs from the Convene

5:25 PM-7:15 PM CISO 360 USA Reception

Royalton Park Ave, Roof Terrace $ CnSight

Kindly sponsored by: By TDI\

7:15 PM-9:15 PM CISO 360 USA Dinner
Royalton Park Ave, Park Lounge
Kindly sponsored by:

<3 C Sight

via resource

securing success

snyk

Thank you to the Sponsors
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Thank you in advance to our Speaker Panel

. Ankur Ahuja
Vice President and Global CISO
Fareportal Inc. (NY, U.S.)

. Allan Alford
Producer & Host, The Cyber Ranch Podcast and
CISO, TrustMAPP (TX, U.S.)

. Allen Ohanian
Chief Information Security Officer
Los Angeles County Depart. of Children and Family Services (CA, U.S.)

. Dr. Boaz Gelbord
Chief Security Officer
Akamai Technologies (NY, U.S.)

. Dr. Corey Hirsch
CISO, Teledyne Technologies and
Faculty, Cyber Security, Columbia University (NJ, U.S.)

. Dov Yoran
Cofounder & CEO, Command Zero, Inc. and
Partner, Metrosite Group, LCC (NY, U.S.)

. Jake Margolis
Chief Information Security Officer
Metropolitan Water District of Southern California (CA, U.S.)

. Joe Bernik
Senior Vice President, Business Information Security Officer
Bank of America (NY, U.S.)

. Marcus Alldrick
CISO Luminary, Former CISO and DPO, Lloyd’s of London (UK)

. Mark Snel
CISO
Signify (The Netherlands)

. Michael O’Hara
Head of Cybersecurity
New Avon (NY, U.S.)

. Mic McCully
Field Strategist - Modern AppSec
Snyk (U.S.)
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Nicole Becher
Manager, Security Engineering
Google (NY, U.S.)

Nathan Green
Sr. Subject Matter Expert: Cyber & Dark Web
Dataminr (NY, U.S.)

Nicholas Gerteisen
Deputy CISO
Smith + Nephew (MA, U.S.)

Nick Vigier
CISO | CIO | Advisor (NY, U.S.)

Patrick Kane
Senior Director of Security
Atlas Air (CA, U.S.)

Paul Innella
CEO
TDI (WA, U.S.)

Prof. Robert Coles PhD

NED; Honorary Professor, UCL
Governor, University of Brighton;
Former CISO, GSK, National Grid (UK)

Dr. Sally Leivesley

Managing Director, Newrisk Limited UK and

Chair International Monitoring Panel for the Mitigation of Catastrophic
Risk, World Federation of Scientists, CERN (UK)

Tor Macleod
CEO
Via Resource (UK)

Tanya Janca

Founder & CEO

We Hack Purple Academy and

Advisory Board Member, Bright (Canada)

Valentina Soria
Executive Director, Head of Global Threat Intelligence
Morgan Stanley (NY, U.S.)
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8:00 AM  Registration and Coffee
8:45AM  Chairman’s Opening
Marcus Alldrick, Digital Risk Management, Security and Compliance Advisor
Frmr CISO, Lloyd’s of London (UK)
9:00 AM  KEYNOTE Why in 2022...?
Basics matter. The title eludes to the question of “Why in 2022 are we still
getting advisories to remind organizations to implement the most basic
cyberecurity controls?” The short answer is that basics matter. The more
difficult element of the subject is to address why organizations struggle to
implement these most basic controls. Focus on what is considered to be the
most basic cybersecurity controls and address pitfalls of falling for industry buzz
over the application of fundamentals in defending our enterprises.
Jake Margolis, Chief Information Security Officer, Metropolitan Water
District of Southern California (CA, U.S.)
9:20AM  KEYNOTE Developing a Shared Understanding of Risk Appetite
— Security and the Board
¢ Driving the overall security culture of an organization e Establishing and track
key metrics to clearly communicate the operational performance of security and
its impact on risk, compliance, and return on investment ¢ Understanding and
extending the guidance from NACD, NIST, ISO, CIS to address these complexities
Paul Innella, CEO, TDI
9:40 AM  CASE STUDY Threat Modeling, A Foundational Risk Management
Competency
Nicholas Gerteisen, Deputy CISO, Smith + Nephew (MA, U.S.)
10:00 AM KEYNOTE Keynote Mitigating Risks in Software Supply Chain Security
Explore the software supply chain as an attack vector. How can CISOs meet new
requirements and protect software from attacks?
Mic McCully, Field Strategist - Modern AppSec, Snyk (U.S.)

10:15 AM PANEL Scale-Up Security Supply Chain Strategies - What does Next
Generation Security look like?

CISOs share current priorities and recent successes and learnings around
managing supply chain and third party risk. ¢ What can CISOs focus on now to
generate business value? ¢ How can we develop a more meaningful way to buy,
sell, test at product and connectivity levels? ¢ What are we doing to navigate the
changing landscape of software design? ® How can we balance federal
requirements while building strong vulnerability management programmes?

e What is our current greatest ‘balance’ challenge?  What risk metric gets the
best reaction when | share it?

Led by: Nicholas Gerteisen, Deputy CISO, Smith + Nephew (MA, U.S.)
With: Ankur Ahuja, Vice President and Global CISO, Fareportal (NY,
U.S.); Mic McCully, Field Strategist - Modern AppSec, Snyk (U.S.)

10:45 AM  Morning Coffee Break

11:15AM CASE STUDY Understanding Business Risk - How to Build a Threat
Intelligence Function for Effective Operational Resilience

Insights and use cases in the journey to build a converged cyber and physical
threat intelligence function to inform the business. How can intelligence
support the strategic decision-making, response and risk mitigation strategies?

» Developing an effective corporate intelligence function ¢ What are the business
benefits and challenges of a converged global security and intelligence
operation? ¢ How to measure success of your intelligence function

Valentina Soria, Executive Director, Head of Global Threat Intelligence,
Morgan Stanley

11:40 AM KEYNOTE Building Ransomware Resiliency, Basics still Help!

Ankur Ahuja, Vice President and Global CISO, Fareportal Inc. (NY, U.S.)
12:00 PM  FIRESIDE CHAT Tooling Best Practices for DevSecOps

¢ What is DevSecOps? ¢ Why tooling is important ¢ What would you start with?
e What are best practices for Dynamic Security Testing (DAST) and how can you
automate as much as possible?

¢ How can we bridge the gap between security and developers?

* How do we get buy-in across the organisation?

Co-led by: Tanya Janca, Founder, CEO, We Hack Purple Academy &
Advisory Board Member, Bright (Canada)

Michael O’Hara, Head of Cybersecurity, New Avon (NY, U.S.)

Nicole Becher, Manager, Security Engineering, Google (NY, U.S.)
12:30PM  CISO ROADMAP THINK TANK DISCUSSION

Benchmarking Practical Tools and Metrics

Select your preferred roundtable and discuss with peers with tools and metrics
in mind! Tables hosts wrap up. Timings: 35 minutes discussion + 10 minutes wrap
Roundtable 1: Employee Well-Being. What is your Best Advice to
CISOs and their Teams to Stay Motivated?

Led by: Mark Snel, CISO, Signify (The Netherlands)
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Agenda

Benchmarking Modern Cybersecurity Leadership
Strategies: Influence, Integrate, Adapt, Innovate

1:15PM

2:00 PM

2:30 PM

2:50 PM

3:10 PM

3:30 PM

3:50 PM

4:20 PM

4:40 PM

5:10 PM
5:10 PM-
5:25 PM

5:25 PM-
7:15PM

7:15PM-
9:15PM
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® Roundtable 2: How are we Adapting to Transformation?
Led by: Tanya Janca, Founder, CEO, We Hack Purple Academy &
Advisory Board Member, Bright (Canada)

* Roundtable 3: Building Teams for the Future
Led by: Tor Macleod, CEO, Via Resource

vid resource
securing success
LIVE STAGE PODCAST Why CISOs and CIOs Don’t Get Along

(and How we Can Fix That!)

Allan Alford, Producer and Host, The Cyber Ranch Podcast and CISO,
TrustMAPP (TX, U.S.); Nick Vigier, CISO | CIO | Advisor (NY, U.S.)

Lunch Kindly Sponsored by:

CASE STUDY How can we Improve our Detection and Response
Capabilities?

Is it time to add to our frameworks detect & response capabilities? e Current
framework e SOC strategies and GAPs

Mark Snel, CISO, Signify (The Netherlands)

KEYNOTE Converged Security Operations: Physical Security
Concepts for CISOs

Key insights are shared for CISOs who also have physical security
responsibilities, CISOs who don’t have a physical security counterpart and
CISOs who want to collaborate more effectively with their counterpart!
Patrick Kane, Senior Director of Security, Atlas Air (CA, U.S.)

CASE STUDY Journey: From CISO to NED Transitioning from CISO to
Board Director/NED: Lessons

Robert will share rare insights and lessons learned along his journey from
CISO of GSK, National Grid, Merrill Lynch through to Board Director and NED.
Prof. Robert Coles PhD, NED; Honorary Professor, UCL; Governor,
University of Brighton; Former CISO, GSK, National Grid (UK)

Afternoon Tea Break

BRIEFING Corporate Security Risk Registers - CISO’s Global Roles in
Innovation, Space, Nation State Hybrid Attacks

CISOs are invited to express their opinions throughout this session that will
cover: Innovation; Al/Machine Learning; Encryption; Post-pandemic hybrid
workplaces; Top 3 critical risks for 2022 and beyond ¢ China and

Russia - conflict risks 2022 ¢ Hypersonic weapons and South China

Sea trade risk to USA e Kinetic attacks on cyber infrastructure —

cables, satellites, power grids ¢ Vulnerabilities to cyber-attacks in Space
 International Terrorism & Corporate Travel - US Aviation e Digital

Twins to simulate engineering and software risks

Dr. Sally Leivesley, Managing Director, Newrisk Limited UK, Chair
International Monitoring Panel for the Mitigation of Catastrophic
Risk, WFS CERN

KEYNOTE Lessons for Network Defenders from Covid-19

Biological and electronic networks are compromised with similar mechanisms,
and defense strategies between Public Health and Cyber Defense bear parallels.
Dr. Corey Hirsch, CISO, Teledyne Technologies and Faculty, Masters,
Cyber Security, Columbia University (U.S.)

PANEL Emerging Tech Landscape: What are the Risks, Opportunities
and Game-Changers for Security?

Come join our expert panel in an interactive discussion to explore the state

of the cybersecurity, key trends, and their impacts on the enterprise
environment. ¢ How do we protect our organizations? ¢ What technologies
and advancements can help us put up a good fight? ¢ Predictions on how the
landscape evolve in the coming years - predictions!

With: Joe Bernik, Senior Vice President, Business Information
Security Officer, Bank of America (NY, U.S.); Allen Ohanian, CISO, Los
Angeles County Depart. of Children and Family Services (CA, U.S.);
Dov Yoran, Cofounder & CEO, Command Zero, Inc. & Partner,
Metrosite Group, LCC (NY, U.S.); Dr. Boaz Gelbord, Chief Security
Officer, Akamai Technologies (NY, U.S.); Nathan Green, Sr. Subject
Matter Expert: Cyber & Dark Web, Dataminr (NY, U.S.)

Conference Close

Join us for the Networking! Group Departs Convene to Royalton Park Avenue

420 Park Avenue South (at 29th Street)
<3 c Sight

CISO 360 USA Reception. o TOIY

Royalton Park Avenue - Roof Terrace
Kindly sponsored by:

CISO 360 USA Dinner.
Royalton Park Avenue - Lounge
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