kY

\

?’1 PULSE
€/ CONFERENCES
congress inspire | connect | innovate

RISK | RESILIENCE | REPUTATION

Connecting minds, securing the future: how to be a world-class cybersecurity leader in the age of digital innovation

Download the

Sli.do app or join at www.slido.com and add the event code #CISO360

Agenda at a glance

Tuesday 4 July
19:00-21:00

Wednesday 5 July
09:00-09:30

09:30

11:10-11:40
13:00-14:00
16:10-16:40

18:00

18:20

18:30-20:30
21:00-23:00

23:00

Thursday 6 July
08:30-08:55
08:55-09:00
09:00-09:20
11:00-11:30
13:20-14:20
15:50-16:20
18:00

19:30
20:00-20:30
20:30-22:30
22:45

Friday 7 July
08:45-09:00
09:00

13:00-14:00

ANO

Evening arrivals - welcome drinks
Black Marina Roof Terrace — Eurostars Grand Marina Hotel

CISO 360 Congress Day One

Coffee and registration

Chairman’s opening

Coffee break °
Lunch — kindly sponsored by: Bluehv-
Afternoon tea break

Close of day one

Depart hotel lobby (5-minute walk) -
Cocktail cruise reception — kindly sponsored by: @Cym metria

Networking dinner — Can Travi Nou — 17t Century Catalan Farmhouse
(Calle Jorge Manrique, s/n, 08035 Barcelona) — kindly sponsored by: @ RISKI Q
Coach returns to Eurostars Grand Marina Hotel

CISO 360 Congress Day Two
Coffee

Chairman’s opening

Cyber Threat Intelligence Breakfast Club — kindly sponsored by: ANOMALI
Coffee break

Lunch

Afternoon tea break and Sponsors’ Prize Draw
Close of day two

Coach departs from hotel lobby

Networking drinks — kindly sponsored by:
Spanish Tapas — El Cangrejo Loco — kindly sponsored by:
Coach returns to the Eurostars Grand Marina Hotel

CISO 360 Boardroom — kindly sponsored by: ’ TREND
Coffee MICRO

Chairman’s opening
Closing lunch

‘ | BarclaySimpson

Gold Sponsors
MALI CYBERARK ‘ Barcloy Simpson @ QUALYS

Gold — Boardroom Sponsor

@SailPoint "¢ DARKTRACE ()RiSKIQ ) TREND

Cocktail Sponsor Silver Sponsor Lunch Sponsor

O-Cymmetria O Blueliv.

Bridewell Consulting
Security b Rivk Avsurance Services

Supported by

THI%EH ewscso HSACA  (ISC)Y

™. orEIon systems

Barcelona Chapter
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INTERNATIONAL SPEAKER PANEL
Chaired by:

Marcus Alldrick, Head of Digital Risk Management and Compliance, Lloyd's of London

Opening keynote by:
e Josep Mangas, Director of Information Security and Risk Governance, Centre de Seguretat de la Informacié de Catalunya (CESICAT)
Fireside chats with:

John Scimone, SVP, Chief Security Officer, Dell (former SVP, Global Chief Information Security Officer, Sony Group)

Sounil Yu, SVP, Director for Security Innovation, Bank of America
Freaky Clown (FC), Co-Founder, Head of Ethical Hacking, Redacted Firm Ltd
Dr. Jessica Barker, Co-Founder, Socio-Technical Lead, Redacted Firm Ltd

International speaker panel:

Adolfo Hernandez, Advanced Cyber Defense Manager, Banco Sabadell and THIBER, the cybersecurity think tank

Alex Quintieri, Group Head of Cybersecurity, AIA Insurance

Alex Wilson, Cloud Security Architect, EMEA, CyberArk

Alexios Fakos, Head of Cyber Defence, Airbus Germany

Ali Zeb, CISO, MS Amlin

Andy Archibald, Director Cyber Security, Intelligence and Threat Management, Credit Suisse
Anthony Young, Partner, Bridewell Consulting

Charles V. Pask, Managing Director, ITSEC Associates Ltd

Charlotte Stephen, Account Executive, Darktrace

Charlie Bennett, Global Account Director, Trend Micro

Dr. Cheryl Hennell, Former CISO, Openreach and Former Security Advisor, Virgin Atlantic
Daniel Brunner, Head of Security and Architecture, RUAG AG Switzerland

Darron Gibbard, Chief Technical Security Officer, Qualys

David Colbourne, Information Security Manager, Lloyd's of London

Dexter Casey, Interim Group CISO, Centrica

Dimitri Chichlo, Former VP, Senior Manager Information Security & BCM, Edmond de Rothschild

Dr. Eduardo Solana, Senior Lecturer of Cryptography and Security, University of Geneva
Eduardo Di Monte, Security and Business Continuity Director, Agbar
Fabian Libeau, EMEA Technical Director, RisklQ

Gadi Evron, Chairman, Israeli CERT & CEO, Cymmetria

Graham Edwards, Head of Group Security, Nationwide

Hugh Njemanze, Chief Executive Officer, Anomali

Irene Corpuz, Section Head - Planning & IT Security, UAE Government
James Gill, Advanced Cyber Defense Director, Banco Sabadell

Dr. John Meakin, Group Chief Risk & Security Officer, Burberry
Jonathan Armstrong, Partner, Cordery

Manuel Barrios Paredes, CISO, Informatica El Corte Ingles

Mark Ampleford, Director - Security Division, Barclay Simpson

Mark Logsdon, Head of Cyber Assurance and Oversight, Prudential
Marc Lueck, Chairman, ClubCISO

Michael Colao, Head of UK Security, AXA

Mike Humphrey, Head of Security, National Crime Agency

Mun Valiji, CISO, Sainsbury’s

Nahim Fazal, Head of Cyber Threat Intelligence, Blueliv

Lady Olga Maitland, Founder, Defense and Security Forum and Chairman, Copenhagen Compliance

Paul Heffernan, Group Chief Information Security Officer (CISO), Unipart Group

Prudence Smith, Head of User Behaviour, Awareness and Heuristics, Barclays

Rainer Rehm, Security Architect, MAN Truck & Bus AG

Ramsés Gallego, President, ISACA Barcelona Chapter and Former VP, ISACA International
Ramon Serres, Head of Information Security, Risk Management and Quality, Almirall
Richard Bell, Chief Information Security Officer (CISO), Transport for London

Rik Ferguson, Vice President Security Research, Trend Micro

Dr. Robert Coles, Chief Information Security Officer/Head of Information Protection & Privacy, GSK
Dr. Sally Leivesley, Managing Director, Newrisk Limited, A Founder Member, The Exercise Group7

Stephen Khan, Head of Security Architecture and Transformation, Royal Bank of Scotland

Dr. Victoria Baines, Trust & Safety Manager, EMEA, Facebook and Visiting Associate, Oxford Internet Institute
Dr. Viktor Polic, Adjunct Faculty, Webster University Geneva & CISO, International Labour Organization United Nations

Vincent Pillay, CISO, Domestic & General

INTERACTIVE, RESPONSIVE PROGRAMME

Indicates Sli.do technology interactive voting is in play enabling you the attendees to decide what are your most pertinent
questions and to deliver real-time, results-driven benchmarking for the post-event metrics report.
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CISO 360 Congress
Day One: Wednesday 5 July 2017

| 09:00-09:20 Coffee and Registration

09:20 CHAIRMAN’S INTRODUCTION: REVIEW OF THE GLOBAL RISK REGISTER 2017
Marcus Alldrick, Head of Digital Risk Management and Compliance, Lloyd's of London

09:30 OPENING KEYNOTE: WELCOME AND REGIONAL CYBERSEURITY INITIATIVES
Josep Mangas, Director of Information Security and Risk Governance, Centre de Seguretat de la Informacioé de Catalunya (CESICAT)

CYBER THREAT LANDSCAPE

09:40 KEYNOTE: HOW TO SOLVE CYBERSECURITY WITHIN THE NEXT FIVE YEARS
Sounil Yu, SVP, Director for Security Innovation, Bank of America

10:10 KEYNOTE: THE ENTERPRISE IMMUNE SYSTEM: SELF-LEARNING CYBER DEFENCE THROUGH MACHINE LEARNING
Charlotte Stephen, Darktrace

10:30 CASE STUDY: THE FOUR W'S OF THREAT HUNTING
Dexter Casey, Interim Group CISO, Centrica

10:50 KEYNOTE: HUNTING WITH CYBER DECEPTION
Gadi Evron, Chairman, Israeli CERT & CEO, Cymmetria

11:10-11:40 Coffee break

11:40 KEYNOTE: WAR GAMES IN REAL WORLD.... HOW WE SURVIVED
Manuel Barrios Paredes, CISO, Informatica El Corte Ingles

12:00 CYBER SECURITY AND THE CONVERGENCE OF IT AND OT — EVERY JOURNEY MATTERS...
Richard Bell, Chief Information Security Officer (CISO), Transport for London

12:20 PANEL: ENERGY AND UTILITY FOCUS: THE EVOLVING GLOBAL CYBER THREAT LANDSCAPE
Given the heightened threat profile of the financial, energy and critical national infrastructure sectors, it is essential that companies and governments
collaborate on cyber risk mitigation and planned response. In the absence of standards and regulations, what are effective strategies and best global
practices?
e Creating best practice in cyber security for the energy sector — governance, assurance, crisis management
e Managing insider threats, data and threat intelligence
e Case study of experience in change management to sustain operations under all- hazards events
e Control Room training and systems sustainability under all-hazards events
e New threats from interconnected systems
Chaired by: Dr. Sally Leivesley, Director, NewRisk Ltd
Panellists: Eduardo Di Monte, Security and Business Continuity Director, AGBAR
Dexter Casey, Interim Group CISO, Centrica
James Gill, Advanced Cyber Defense Director, Banco Sabadell

| 13:00-14:00 Lunch - Kindly Sponsored by: |

| PRIVACY, RISK AND GOVERNANCE |

14:00 KEYNOTE: OVERVIEW OF GDPR - PITFALLS AND “FAKE NEWS”
Jonathan Armstrong, Partner, Cordery

14:30 KEYNOTE: GDPR - WHAT PRACTICAL LEVEL OF COMPLIANCE IS COST EFFICIENT?
Graham Edwards, Head of Group Security, Nationwide

14:50 KEYNOTE: WHAT YOU DON'T KNOW CAN HURT YOU. DO YOU KNOW WHERE YOU'RE CAPTURING PIl ONLINE?
Fabian Libeau, EMEA Technical Director, RisklQ

15:00 INSIGHTS: MOST OF WHAT YOU HAVE HEARD ABOUT GDPR IS WRONG
Michael Colao, Head of Security, AXA UK

www.CISO360congress.com Twitter: @Pulse_innovate 3
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15:10

15:40

ad

KEYNOTE: INNOVATION IN SECURITY
Dr. Victoria Baines, Visiting Associate, Oxford Internet Institute

PANEL LIVE BENCHMARKING: SECURITY-PRIVACY: HOW DO WE GET THE RIGHT RISK-REWARD BALANCE?
e What is the latest in global security regulation, compliance and legislation?

e How is the relationship between compliance and security changing?

e How do we achieve the right balance between protecting the organisation and running the business?

e What are Brexit consequences from a security/IT perspective?

e How are companies preparing in a practical way — share of actual approaches

e Cloud and third-party security compliance — who is responsible for processing?

e How do we enhance law enforcement capacity to tackle online crime?

e What to expect from governments and lawmakers in their foreseeable effort to restrict cryptography

e Predictions on the future of privacy and civil liberty - overcoming challenges of jurisdiction and extradition
Chaired by: Graham Edwards, Head of Group Security, Nationwide

Panellists: Jonathan Armstrong, Partner, Cordery

Rainer Rehm, Security Architect, MAN Truck & Bus AG

Dr. Victoria Baines, Visiting Associate, Oxford Internet Institute

Mark Logsdon, Head of Cyber Assurance and Oversight, Prudential

Anthony Young, Partner, Bridewell Consulting

16:10-16:40 Afternoon Tea Break

16:40
17:00

17:20

~

CASE STUDIES: SECURING AGILE SOFTWARE DEVELOPMENT: STRATEGIC LESSONS LEARNED
Dr. John Meakin, Group Information Risk & Security Officer, Burberry

CASE STUDY: WHAT DOES EFFECTIVE SUPPLY CHAIN MANAGEMENT SECURITY LOOK LIKE
Stephen Khan, Head of Security Architecture and Transformation, Royal Bank of Scotland

PANEL: DISRUPTIVE TECHNOLOGIES - WHAT ARE THE RISKS, OPPORTUNITIES AND GAME-CHANGERS OF BUSINESSES ADOPTION FOR SECURITY?
Hear strategy and predictions from innovators and CISOs on how disruptive technologies and the convergence of software with other sectors is radically
transforming modern business and where the opportunities lie for cybersecurity.

o Defining the future of security in Al: how companies are preparing for the top emerging risks in Al and Chatbots?

e How is Al transforming the authentication landscape?

e Blockchain technology — how useful is blockchain as a data integrity and security tool?

e Tokenising - empowering 3™ parties/partners across the value chain

e Drones, 3D printing and Augmented Reality - integrated threats and opportunities

e What does a world-class transformation strategy look like? What are effective world-class collaboration models?

e What are 3 game-changing predictions that are likely to grab the attention in 2018?

Chaired by: Gadi Evron, Chairman, Israeli CERT & CEO, Cymmetria

Panellists: Sounil Yu, SVP, Director for Security Innovation, Bank of America

Michael Colao, Head of Security, AXA UK

Mun Valiji, CISO, Sainsbury’s

Ramon Serres, Head of Information Security, Risk Management and Quality, Almirall

18:00 Close of Day One @‘C .
ym metria

18:30-20:30 Cocktail Reception — Kindly Sponsored by:

21:00-23:00 Dinner — Can Travi Nou — Kindly Sponsored by: Q& ) RISKIQ

23:00 Coach returns -

www.CISO360congress.com Twitter: @Pulse_innovate
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CISO 360 Congress
Day Two: Thursday 6 July 2017

08:30-08:55 Coffee

08:55 Chairman’s re-opening

Marcus Alldrick, Head of Digital Risk Management and Compliance, Lloyd's of London
BRAND PROTECTION IN THE AGE OF DIGITAL INNOVATION

09:00 CYBER THREAT INTELLIGENCE BREAKFAST CLUB: WHAT THREAT FEEDS ARE COMPANIES RELYING ON? HOW DO WE BEST
MANAGE THE VALUE OF THREAT DATA? ANOMALI
Everyone is invited to join this practical discussion-based session on how do we get a clear view of our digital assets and threats
to enable actionable intelligence: What types of feeds are people using? Are you a member of a trusted circle where all parties will notify each other of
potential threats? What can you do with the data? Can you afford not to engage with product vendors and the acquisition of threat intelligence? The impact
of ransomware.
Led by: Hugh Njemanze, Chief Executive Officer, Anomali

09:30 KEYNOTE: 10T IS NOT THE FUTURE
Rik Ferguson, Vice President Security Research, Trend Micro

09:50 PANEL: PROTECTING CUSTOMERS, BRAND AND INTELLECTUAL PROPERTY IN THE ERA OF 10T, Al AND DIGITAL INNOVATION FINANCIAL SERVICES FOCUS
Brand trust and data is under attack. Cut through the hype and hear what is top of mind for today’s CISOs and leading business innovators and R&D

— practitioners in terms of brand protection and its relationship with cybersecurity to protect value.

e Building robust online brand protection - intelligence gathering, data and intellectual property theft

e Brand protection risks and IP investment opportunities of software convergence and loT

e Hijacking — risk to brand trust

e Lessons from fintech-finserv convergence: How can security reposition as enablers of business innovation?

e With the benefit of hindsight what is the most significant cybersecurity event to have happened in the past 10 years?
e How can threat intelligence deliver real value to a company? How does it lead to change? Intelligence collaboration models?

Panellists:

Adolfo Hernandez, Advanced Cyber Defense Manager, Banco Sabadell and THIBER, the cybersecurity think tank
Nahim Fazal, Head of Cyber Threat Intelligence, Blueliv

Stephen Khan, Head of Security Architecture and Transformation, Royal Bank of Scotland

David Colbourne, Information Security Manager, Lloyd's of London

Ali Zeb, CISO, MS Amlin

Vincent Pillay, CISO, Domestic & General

BUILDING RESILIENCE - AWARENESS, LEADERSHIP AND CHANGE MANAGEMENT

10:30 KEYNOTE: SECURITY INCIDENT REPORTING - A VITAL PIECE OF THE INFORMATION RISK JIGSAW
Mike Humphrey, Head of Security, National Crime Agency
10:50 KEYNOTE
Darron Gibbard, Chief Technical Security Officer, Qualys
11:10-11:40 Morning Coffee Break
11:40 CASE STUDY: WHAT DOES GOOD AWARENESS LOOK LIKE?
Prudence Smith, Head of User Behaviour, Awareness and Heuristics, Barclays
12:00 CASE STUDY: THE FIRST 100 DAYS OF THE NEXT GENERATION CISO-AS-A-SERVICE
Dr. Viktor Polic, Adjunct Faculty, Webster University Geneva and CISO, International Labour Organization (United Nations)
12:20 RESULTS SHARED FROM CLUBCISO SURVEY 2017
Marc Lueck, Chairman, ClubCISO
12:30 Q&A PANEL: CHANGE MANAGEMENT AND AGILITY FOR NEXT GEN LEADERS

~

1. Isthere a CISO identity crisis? CISO, Cyber Chief Officer or does it matter?

2. CISO-as-a-Service and how do interim CISO placements work for change management? Is this the formula for fast results?
3.  Where is the next generation of security professionals coming from? How do we nurture and develop people to fulfil our succession plan? What are

latest salary trends and expectations? Do qualifications make a difference?
4. How do we build an agile team for the future?
5. Future recruitment predictions on disaster recover, business continuity, threat intelligence
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Chaired by: Paul Heffernan, Group Chief Information Security Officer (CISO), Unipart Group
Panellists: Mark Ampleford, Director - Security Division, Barclay Simpson

Irene Corpuz, Section Head - Planning & IT Security, UAE Government

Dimitri Chichlo, Former VP, Senior Manager Information Security & BCM, Edmond de Rothschild
Rainer Rehm, Security Architect, MAN Truck & Bus AG

Marc Lueck, Chairman, ClubCISO

RESILIENCE, RESPONSE AND LATEST EXPLOITS AND ATTACK TECHNIQUES

12:40 FIRESIDE CHAT WITH: A CISO’S GUIDE TO PREPARING FOR DESTRUCTIVE CYBER ATTACKS
John Scimone, SVP, Chief Security Officer, Dell (former SVP, Global Chief Information Security Officer, Sony Group)

13:10 KEYNOTE: WHAT THE DEVELOPMENT COMMUNITY IS NOT TELLING SECURITY AND RISK ABOUT THE CLOUD AND DEVOPS
Alex Wilson, Cloud Security Architect, EMEA, CyberArk

13:30-14:20 Lunch

14:20 KEYNOTE: EVOLUTION OF RANSOMWARE, THE BUSINESS OF RANSOMWARE, AND THE FUTURE OF RANSOMWARE
Michael Colao, Head of Security, AXA UK

14:50 CISO INNOVATION: 3 EXPLOITS FOR... LATEST HACKING TECHNIQUES
You might think you have this covered this, but did you? Experts, penetration testers and red-teamers share latest known but not obvious exploits. Designed
with the objective of arming the CISO with questions to ask of their technical teams!
e MALWARE
o MOBILE APPLICATION
e CLOUD - a new class of hacks that specifically targets cloud hosting environments
e WEB SERVICE
Led by experts including:
Daniel Brunner, Head of Security and Architecture, RUAG AG Switzerland
Alexios Fakos, Head of Cyber Defence, Airbus Germany
Paul Heffernan, Group Chief Information Security Officer (CISO), Unipart Group
Dr. Eduardo Solana, Senior Lecturer of Cryptography and Security, University of Geneva

15:20 SCENARIO PLANNING EXERCISE: FIND THE INSIDER
Dr. Sally Leivesley, Managing Director, Newrisk Limited, A Founder Member, The Exercise Group?7
Member of the Register of Security Engineers and Specialists, RSES, Institution of Civil Engineers UK

15:50-16:20 Afternoon Tea Break and Sponsors’ Prize Draw

16:20 CASE STUDY: INCIDENT RESPONSE ORCHESTRATION
Alex Quintieri, Group Head of Cybersecurity, AIA Insurance

16:40 CASE STUDY: ATTACK ANATOMY OF MALWARE SHAMOON 2
Irene Corpuz, Section Head - Planning & IT Security, UAE Government

17:00 INTERACTIVE CXO-CYBER EXCHANGE: HOW CAN WE ACHIEVE WORLD-CLASS INTEGRATED SECURITY, DISASTER RECOVERY AND BUSINESS CONTINUITY
AMD GOVERNANCE?
Share multi-faceted views on future security predictions to offer a cross-functional view to reflect the interactions of today's security leaders with the aim
to develop a common lexicon.
e What can CEOs, ClOs, CSOs, GCs, CPOs, CROs offer the CISO internally and vice-versa?
e|deas to bridge security-risk-technology-business-legal
e What are the main consequences of the convergence of financial and cybercrime?
Led by: Lady Olga Maitland, Chairman, Copenhagen Compliance, Richard Bell, Chief Information Security Officer (CISO), Transport for London and James
Gill, Advanced Cyber Defense Director, Banco Sabadell

17:30 HOW HACKING WORKS
Freaky Clown (FC), Co-Founder, Head of Ethical Hacking, Redacted Firm Ltd
Dr. Jessica Barker, Co-Founder, Socio-Technical Lead, Redacted Firm Ltd

18:00 Close of Day Two

19:30 Coach leaves lobby

20:00-20:30 Networking Drinks — kindly sponsored by: iz _

20:30-22:30 Spanish Tapas — El Cangrejo Loco - kindly sponsored by: ‘ Borc\qulmpson

22:45 Coach returns to Hotel
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CISO 360 Boardroom Kindly Sponsored by:

Day Three: Friday 7 July 2017 (am) TREND
How can we truly reposition cybersecurity as a robust business investment strategy? MICRO
Gain rare insights into the what, where, how and why.

Led by:

e Dr. Robert Coles, Chief Information Security Officer/Head of Information Protection & Privacy, GSK
e Charles V. Pask, Managing Director, ITSEC Associates Limited

Supported by:

e Marcus Alldrick, Head of Digital Risk Management and Compliance, Lloyd's of London

e Ramsés Gallego, President, ISACA Barcelona Chapter and Former VP, ISACA International
e Graham Edwards, Head of Group Security, Nationwide

e Charlie Bennett, Global Account Director, Trend Micro

e Mike Humphrey, Head of Security, National Crime Agency

e Michael Colao, Head of Security, AXA UK

e Dr. Cheryl Hennell, Former CISO, Openreach and Former Security Advisor, Virgin Atlantic

CISO 360 Boardroom is the ultimate sound-boarding discussion for today’s cybersecurity and digital risk leaders. All invited guests are expected to contribute to the
discussions that will be held under the Chatham House Rule. The talks end with lunch. Designed to produce practical take-aways on how we can reposition
cybersecurity as a robust business investment strategy. Explore questions such as:

e How can we take current security practices to create new models and strategies to build security value?

e How can we strive for higher quality security practices, standards and sharing?

e What best practice security strategy looks like now and how is this rapidly evolving with digital transformation?

Timing

08:45 Coffee and registration 10:45 Session 3

09:00 Introductions and objectives 11:45 Session 4

08:45 Session 1 12:45 Summary and closing
09:45 Session 2 13:00-14:00 Lunch and goodbyes
10:30 Short break

Pre-event: You shape the final agenda.

Please submit the top 3 priorities, challenges or questions that you would like to see discussed in advance of the event to sara.hook@pulseconferences.com.
Feedback ensures that we directly address your most critical requirements for a fully immersive experience.

Post-event: Output report. We will capture the key points from the interactive boardroom discussion and share these after the event.
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